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Introduction
The Sera-Brynn Reality Check Report is an annual publication that provides analysis from our work
assessing organizations against the NIST SP 800-171 information security standards, with a specific
focus on areas of non-compliance.
In May 2019 we published our inaugural report: “Reality check: Defense industry’s implementation of
NIST SP 800-171. Keen insights from certified cybersecurity assessors.” We selected about 50
organizations we had worked with over the years and dug through our assessment notes, POAMs, and
final reports. We knew organizations struggled with certain parts of the NIST 800-171 implementation. In
most cases, that’s why we were hired. But we had never analyzed and quantified it … until our 2019
Reality Check Report.
Something in the Report struck a chord. Maybe it was the “Same Storm, Different Boats” vibe it gave off.
Maybe it was because all the pie charts made you think of pie. Maybe because it simply helped shine a
light on the parts of cybersecurity implementation that are particularly hard.
Anyway, a big ol’ “thank you” is due to the people that read it, questioned it, and wrote about it.
So here we are in 2020 writing our second report. The year brought many changes including :
• The introduction of the Cybersecurity Maturity Model Certification (CMMC)
• The publication of NIST SP 800-171 Revision 2
• The formalization of the use of the NIST SP 800-171A Methodology.
Our 2020 Reality Check Report has also seen some changes. We focused our data sample set on a
smaller set of organizations that we believed provided the most valuable information. We excluded some
industry verticals in cases where we didn’t have enough data. We differentiated our assessments versus
what we call “re-assessments.” It’s not perfect science, but these findings certainly help guide our work.
We hope they guide yours.
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Thanks from the 2020 Reality Check contributors (in alphabetical order) :
•
•
•
•
•
•

Colin Glover
Rob Hegedus
Alexy Johnson
Colleen Johnson
Sam Morthland
Terry Reece

Key Findings
• Overall implementation of the NIST SP 800-171 security controls increased 14% from the previous
year.
• The top 16 controls not implemented changed from the previous year – but there are 9 controls that
were consistently not implemented in both 2019 and 2020.
• The larger organizations in our study were more compliant than they were in the previous year; the
smaller organizations were still struggling to implement the requirements.
• The lack of multifactor authentication, user training, and vulnerability remediation continue to be
primary reasons why cyberattacks are successful.

Methodology
Data Set Selection
This analysis is based on a sample of 18 companies assessed by Sera-Brynn over the course of the past
12-18 months. Companies ranged from small businesses conducting scientific research to publicly traded
companies in manufacturing, consulting, and technology.
The dataset is smaller than the previous year’s dataset, in which we included approximately 50
organizations. The reduction in dataset size was mainly due to the fact that many of the assessments we
performed in the last 12-18 months were re-assessments of organizations we previously worked with.
We excluded these organizations from this year’s dataset in order to focus on the new organizations.
The 18 organizations that were selected to form the basis of this study satisfied the following criteria :
• The assessments selected were performed by Sera-Brynn certified auditors and analysts between
February 2019 and September 2020.
• The purpose of the assessments was to evaluate and validate the implementation of NIST SP 800-171
Rev. 1 or 2, in its entirety across a business unit or enterprise.
• The assessments were performed for organizations that were subject to the compliance requirements
of DFARS 252.204-7012.
• The assessment locations were geographically dispersed across the United States.
• The assessments were of independent entities with distinct IT environments, as opposed to multiple
assessments under the same umbrella organization.
• The survey included both for-profit and non-profit organizations, as well institutions of higher
education.
• Small, medium, and large organizations, defined by revenue, were included.
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We believe these 18 organizations, combined with the approximately 50 organizations we used as the
dataset for our 2019 Report, provide a window into the current state the industry’s compliance posture.
As a “reality check” on ourselves, we compared our data set size to similar reports. The closest
comparison we found was the DoD Inspector General’s July 25, 2019 report titled “DODIG-2019-105
‘Audit of Protection of DoD Controlled Unclassified Information on Contractor-Owned Networks and
Systems.’” In this report, the Inspector General selected 9 organizations to analyze. Based on this
number, we felt like our dataset size was of value and worthy of analysis.

Assessor Qualifications
As a Federal Risk and Authorization Management Program (FedRAMP) Third Party Assessment
Organization (3PAO) and Payment Card Industry Qualified Security Assessor (PCI-QSA) company, all
Sera-Brynn analysts are required to maintain industry standard certifications and conduct assessments
in accordance with 3PAO standards.

Assessment Methods and Reference Tools
Sera-Brynn, with few exceptions, conducts a cooperative assessment with our clients. The ultimate goal
is to help the organization develop a secure, compliant environment, which doesn’t prevent work from
happening or break the bank. We follow the tried and true methodology of examine, interview, and test as
described in NIST SP 800-171A and NIST SP 800-53A. Procedures and policies may be in place, but they
may not actually be followed, and it’s important to find that out. Each specific requirement is assessed as
Implemented, Partially Implemented, or Not Implemented. For those that were not fully implemented, we
assist our clients develop a remediation plan, again with the goal of developing a solution that doesn’t
break their environment or budget.
Assessments typically started with data discovery, including technical scans, policy review, personnel
interviews, and other inputs. Each control was then validated in order to determine the effectiveness of its
implementation. A Plan of Action and Milestones (POA&M) was developed. The NIST 800-171
assessments were conducted in full cooperation with the clients. Throughout the engagement, the
assessors advised decisionmakers on remediation issues based on organizational considerations, risk
tolerance, and resource availability.
The primary guide for our security assessments is NIST SP 800-171 revision 1, “Protecting Controlled
Unclassified Information in Nonfederal Systems and Organizations.” In accordance with DIBCAC
assessments and the new DFARS rules, our assessments follow NIST SP 800-171A “Assessing Security
Requirements for Controlled Unclassified Information.”
In cases where organizations desired an analysis against the emerging or final CMMC framework,
Sera-Brynn would conduct the review with respect to DFARS 252.204-7012 and NIST SP 800-171 and
then identify compliance or lack thereof with newly-levied requirements.
NIST SP 800-171 implementation requires an organization to determine the intent of the control and the
level of risk behind various implementation strategies. Over the course of an assessment, Sera-Brynn
analysts refer to supplemental guidance in NIST SP 800-53 Rev. 4 and review NIST SP 800-171A,
“Assessing Security Requirements for Controlled Unclassified Information (CUI)” when determining if the
implementation is acceptable.
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Other reference documents include the NIST Handbook 162, “NIST MEP Cybersecurity Self-Assessment
Handbook For Assessing NIST SP 800-171 Security Requirements in Response to DFARS Cybersecurity
Requirements” and the DoD-provided “Frequently Asked Questions (FAQs) regarding the implementation
of DFARS Subpart 204.73 and PGI Subpart 204.73, DFARS Subpart 239.76 and PGI Subpart 239.76,
FAQ REVISION 3.”
In some cases, our assessors may contact the DoD Chief Information Officer (CIO) directly to request
clarification.

Results and Analysis
Background on DoD Requirements
As everyone should already be aware, the United States Department of Defense (DoD) required that
contractors handling Controlled Unclassified Information (CUI) implement NIST SP 800-171, develop
appropriate incident response procedures, and use FedRAMP Moderate Baseline compliant cloud
providers by December 31, 2017.
However, as our May 2019 Report highlights, that did not actually happen. According to the new DoD
interim rule, “…DoD contractors did not consistently implement mandated system security requirements
for safeguarding CUI…”.
See DFARS September 29, 2020 Interim Rule: “Assessing Contractor
Implementation of Cybersecurity Requirements (DFARS Case 2019–D041).”
Since the publication of our 2019 Report, two new significant cybersecurity requirements have been
levied on DoD contractors. The first requirement, described in DFARS 252.204-7019 and DFARS
252.204-7020, requires that contractors conduct a self-assessment and submit their score to DoD, unless
DoD subjects the organization to an audit by DCMA. The other requirement specified in DFARS
252.204-7021 establishes the Cybersecurity Maturity Model Certification (CMMC) program, with a
multi-year rollout that requires audits by a certified third-party audit organization.
The DoD mandated that organizations handling Controlled Unclassified Information (CUI) are required to
implement cybersecurity controls to protect that information. Our findings which agree with official DoD
assessments are that organizations have at best struggled to put the required security measures in place.

Scope of Analysis
This report focuses on two separate datasets. The first and primary dataset reflects the 18 organizations
we had not previously assessed and covers the period from February 2019 to September 2020. These
organizations provide a mixed overview of maturity, size by revenue, and complexity. Some organizations
invited us in to validate their programs, while others were beginning from scratch.
We also took a look at the companies that we had the opportunity to assess on more than one occasion.
These assessments are not included in the main dataset but do provide useful information. The original
assessment would typically have taken place during the 2017-2018 time period. After having an
opportunity to remediate their shortcomings, these organizations asked us back to assess their progress
in 2019-2020.
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Overview of Results
The key finding from our follow-on assessments is that compliance with NIST SP 800-171 is largely
dependent on the organization’s available resources. For example, organizations with dedicated IT staff
tend to be more complaint.
The larger organizations we worked with over the past year had a vast majority of controls implemented.
(In most cases when we use the NIST SP 800-171A assessment methodology, we identified some gaps
in the large organizations, but those were generally policy issues.
Typically the large organization had met the spirit and intent of the requirement. Conversely, in our
experience, smaller organizations are still struggling to come to terms with the requirements.

Compliance
Across the DIB

18%

29%
Not
Implemented

Partially
Implemented

30%

31%
Not
Implemented

Partially
Implemented

2020

2019

53%

39%

Implemented

Implemented

According to the numbers, the organizations with which we conducted first time assessments over the
course of the last 12-18 months were more compliant when compared to the organizations we assessed
previously.
However, several of the organizations we assessed brought us in for validation of their environment, i.e.,
they had done a self-assessment and wanted to confirm or deny their own findings. This is in marked
contrast to the previous report where the vast majority of organizations were starting from scratch.
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First Time
Assessments
25%

27%
Not
Implemented

Partially
Implemented

48%
Implemented

Even accounting for those organizations that were more mature in their environment, in general,
organizations had significantly improved their compliance status vis a vis NIST SP 800-171. That being
said, they still had a ways to go. Furthermore, this has to be viewed as an average. Some of our clients
had made very robust efforts, while others really were just getting started. As we wrote in our previous
report, these numbers are likely optimistic.
As mentioned, a number of clients asked us to review their programs after an initial assessment. In
general, the requesting company sought to make sure what they had implemented was meeting the
requirement or wanted a general assessment of their progression. In most cases, the client made
significant strides in implementing the requirements of NIST SP 800-171. Here are two real-world
examples:

Company A
7%

30%

23%
Not
Implemented

Partially
Implemented

Partially
Implemented

2017

2019

47%

93%

Implemented

Implemented
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Company B
19%

45%
Not
Implemented

22%

17%
Mostly
Implemented

Partially
Implemented

Partially
Implemented

5%
Not
Implemented

2018

2020

36%

55%

Implemented

Implemented

Company B presented a complex environment in a small business and shows that even in this type of
environment, achieving compliance is attainable. But most importantly, they reduced the number of
completely not implemented requirements from 45% (49 controls) to 5% (6 controls). We created a new
category of “mostly implemented” controls for Company B to show them that they were almost there.
Cautionary note and why perhaps we need 3rd party audits
Though the above examples indicate that organizations made significant headway with meeting
compliance objectives, this is not always the case with every organization. In more than one instance, we
worked with a client, helped them develop a path forward to implementing NIST SP 800-171, and they
shelved the plan. Whether due to budgetary constraints or simply inertia, these clients had gone no
further than having a System Security Plan (SSP) and plan of Action and Milestone (POAM). Compliant,
perhaps. Secure…questionable.

NIST SP 800-171 Controls Implementation by Business Size
In 2019, our findings indicated that generally, the larger the company and the more robust the security
environment, the higher the percentage of 800-171 controls were implemented. Our expectations were
that that the revenue group just below the “large and technically sophisticated” would have the greatest
overall improvement in the 18 months since the last report.
Not surprisingly, those businesses with annual revenue between $50M and $500M had the most
significant improvement. Large businesses ($500M to $5B in annual revenue) were already pack leaders,
yet even they experienced improvement in control implementation.
Those businesses with less than $50M in annual revenue only displayed modest improvement. There
are many reasons for this. We speculate that this cohort represents the majority of professional service
providers, and are thus, by definition, the least technically sophisticated of the size groups.
Manufacturers and Aerospace industry representatives in our sample have more technical data and
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greater resources to protect those data, and they represent the larger size firms in terms of revenue.
Businesses with less than $50M in revenue may not necessarily hold the most sensitive technical data,
but they seem to demonstrate the need for the most attention and support in attaining control
implementation.
800-171 Implementation by
Business Size
Businesses with Revenue from
$500M to $5B Annually

800-171 Implementation by
Business Size
Businesses with Revenue $50M
to $500M Annually

800-171 Implementation by
Business Size
Businesses with Revenue from
$5M to $50M Annually

70%

80%

45%

60%

70%

40%

60%

35%

50%

30%

50%
40%

25%
40%
20%

30%
30%
20%
10%
0%

15%

20%

10%

10%

5%
0%

0%
2019

Implemented

2020
Partially Implemented

2019
Implemented

Partially Implemented

Not Implemented

Not Implemented

2019

2020

2020

Implemented

Partially Implemented

Not Implemented

NIST SP 800-171 Controls Implementation by Industry
We saw an increase in implementation of SP 800-171 controls across every industry except Professional
Services. Again, we believe this is due to the general lack of technical sophistication when compared to
other industry representation.
The greatest improved defense contractors, on average, were in the following industries: manufacturing,
aerospace, and equipment suppliers (technical). This is not surprising. Manufacturing and aerospace
represented two of the most compliant industries in our 2019 report.
800-171 Implementation by Industry
Changes between 2019 and 2020
80%
70%
60%
50%
40%
30%
20%
10%
0%
Aerospace
Implemented 2019

Construction
Implemented 2020

Engineering Services
Partially Implemented 2019

Equipment Supplier
Partially Implemented 2020

Manufacturing
Not Implemented 2019

Professional Services
Not Implemented 2020

Of Note: There were three categories in our 2019 report that are not represented in our 2020 report simply due to the fact that we did not have enough interaction
with those groups to reflect an accurate sample size. They are: Healthcare, Higher Education, and Software Development.
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The Not-So-Sweet 16
In our 2019 report, we identified 16 of the NIST SP 800-171 controls that were found to be difficult to
implement by virtually every organization we assessed. The findings were fairly consistent across
industries and were found in companies of every size. We called these the “not-so-sweet 16”.
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•

3.1.3 (CUI flow)
3.1.11 (session termination)
3.3.4 (audit log logging failure)
3.4.2 (configuration)
3.4.8 (black-/white-listing)
3.5.3 (multifactor)
3.6.3 (test incident response)
3.7.5 (multifactor)

3.8.4 (CUI marking)
3.8.5 (CUI access)
3.8.7 (removable media)
3.8.8 (portable storage)
3.13.11(FIPS crypto)
3.13.13 (mobile code)
3.14.1 (flaw remediation)
3.14.7 (unauthorized use)

Our assessments over the last 12-18 months showed some changes in the list. Here are the 16 controls
that were the most problematic to implement:
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•

3.1.3 (CUI flow)
3.1.7 (audit privilege functions)
3.1.9 (security banner)
3.1.11 (session termination)
3.1.20 (external system connections)
3.3.1 (audit configuration)
3.3.3 (audit review)
3.3.4 (audit log logging failure)

3.4.7 (non-essential operations)
3.5.3 (multifactor)
3.6.3 (test incident response)
3.8.7 (removable media)
3.13.11 (FIPS crypto)
3.13.13 (mobile code)
3.13.16 (CUI-at-rest protection)
3.14.1 (flaw remediation)

To better demonstrate the severity of the issue, the chart below provides more detail from our 2020
analysis.The difficult-to-implement controls are ranked by the pecentage of companies that had not
implemented them. We provide the root cause for each in the Table that follows.

Percentage of clients not fully implementing specific NIST 800-171 controls
(results from the 2020 Report)
3.1.11 (session termination)
3.6.3 (test incident response)
3.5.3 (multifactor)
3.4.7 (non-essential operations)
3.3.4 (audit log logging failure)
3.14.1 (flaw remediation)
3.13.16 (CUI-at-rest protection)
3.13.11 (session termination)
3.1.9 (security banner)
3.1.3 (CUI flow)
3.1.20 (external system connections)
3.8.7 (removable media)
3.3.3 (audit review)
3.3.1 (audit configuration)
3.13.13 (mobile code)
3.1.7 (audit privilege functions)
0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

10

%

Control

Control Description

Root Cause

83%

3.1.11

Terminate (automatically) a user session
after a defined condition.

In general, the only published method to
do this is via restricting logon hours
which most of our clients do not want to
do.

78%

3.1.3

Control the flow of CUI in accordance with
approved authorizations.

Many of our clients were not clear on the
requirements of this control.

78%

3.1.9

Provide privacy and security notices
consistent with applicable CUI rules.

Many of our clients were not clear on the
requirements of this control. In a typical
Active Directory environment, this is a
quick win.

78%

3.1.20

Verify and control/limit connections to and
use of external information systems.

Again, understanding of the requirement
played an important role in this not being
implemented. In this COVID world, it is
important this requirement is addressed.

78%

3.3.4

Alert in the event of an audit logging
process failure.

With the typical operating system, there
are limited methods to do this without 3rd
party monitoring software. *See Noted
Issues

78%

3.4.7

Restrict, disable, and prevent the use of
nonessential programs, functions, ports,
protocols, and services.

Seldom do IT staffs have the time to
review port scans and identify everything
that is open. Resources are important for
a cybersecurity program to work.

78%

3.5.3

Use multifactor authentication for local
and network access to privileged
accounts and for network access to nonprivileged accounts.

Organizations still are coming to grips
with this requirement.

78%

3.6.3

Test the organizational incident response
capability.

Typically, businesses have pushed this
to the backburner to deal with the
technical requirements.

78%

3.13.11

Employs FIPS-validated cryptography
when used to protect the confidentiality of
CUI.

Many of our clients sought to use FIPS
“compliant” cryptography vice FIPSvalidated.

78%

3.13.16

Protect the confidentiality of CUI at rest.

There were a number of reasons that this
was not fully implemented. Some had
not fully rolled out data-at-rest
encryption, others did not have
appropriate physical security, and still
others did not have controls on the use
of external cloud providers.
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78%

3.14.1

Identify, report, and correct information
and information system flaws in a timely
manner.

Windows 7 and Server2008 end-of-life
had a large impact on many of our clients.
The other primary factor was a lack of
vulnerability scanning.

72%

3.1.7

Prevent non-privileged users from
executing privileged functions and audit
the execution of such functions.

Many organizations had not defined what
constitutes privileged functions or
configured auditing for privileged
functions or had not restricted privileged
functions appropriately.

72%

3.3.1

Create, protect, and retain information
system audit records to the extent needed
to enable the monitoring, analysis,
investigation, and reporting of unlawful,
unauthorized, or inappropriate information
system activity.

Our larger clients had not fully integrated
non-Active Directory into their audit
programs. Our smaller clients were not
fully taking advantage of the auditing
capabilities of Active Directory.

72%

3.3.3

Review and update audited events.

This
requirement
misunderstood.

72%

3.8.7

Control the use of removable media on
system components.

Clients were unsure on how to
appropriately do this. Many considered it
binary, i.e. their only option would be to
glue the USB ports shut.

72%

3.13.13

Control and monitor the use of mobile
code.

This control has not
understood by our clients.

was

generally

been

well

As you can see, the reason why the average company in our 2020 dataset failed to implement a particular
control varied. Misunderstanding the requirement, lack of technical capability, failure to perform
vulnerability scanning, and lack of resources were common causes.
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Changes to the Not-So-Sweet List
We were interested in seeing how our Not-So-Sweet 16 list changed. Like many readers, we’d like to
know what controls are consistently not implemented.
Here is the comparison of our 2019 and 2020 Not-So-Sweet security controls (in numerical order):

2019
2019
3.1.3 (CUI flow)

3.1.11 (session termination)

3.3.4 (audit log logging failure)
3.4.2 (configuration)

2020

2020

3.1.3 (CUI flow)
3.1.7 (audit privilege functions)
3.1.9 (security banner)
3.1.11 (session termination)
3.1.20 (external system connections)
3.3.1 (audit configuration)
3.3.3 (audit review)
3.3.4 (audit log logging failure)
3.4.7 (non-essential operations)

3.4.8 (black-/white-listing)
3.5.3 (multifactor)
3.6.3 (test incident response)
3.7.5 (multifactor)
3.8.4 (CUI marking)
3.8.5 (CUI access)
3.8.7 (removable media)
3.8.8 (portable storage)
3.13.11 (FIPS crypto)
3.13.14 (mobile code)
3.14.1 (flaw remediation)
3.14.7 (unauthorized use)

3.5.3 (multifactor)
3.6.3 (test incident response)

3.8.7 (removable media)
3.13.11 (FIPS crypto)
3.13.14 (mobile code)
3.13.16 (CUI-at-rest protection)
3.14.1 (flaw remediation)

Cumulatively, when combining the datasets from both our 2019 and 2020 analyses, here are the 9
security controls that were most consistently not implemented:
•
•
•
•
•
•
•
•
•

3.1.3 (CUI flow)
3.1.11 (session termination)
3.3.4 (audit log logging failure)
3.5.3 (multifactor)
3.6.3 (test incident response)
3.8.7 (removable media)
3.13.11 (FIPS crypto)
3.13.14 (mobile code)
3.14.1 (flaw remediation)

Based on our analysis, we have drawn some conclusions on why these particular controls are the most
difficult to implement. We dive deeper in the next section.
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Specific Issues with Implementing NIST SP 800-171
Control wording
Just like last year, misunderstanding the intent of the requirement is still a significant reason that an
organization may not have fully implemented it.
Resource constraints
Resource constraints abound in small business. Some organizations we work with may invest in an
appropriate technological solution but have someone whose secondary duty is to maintain the system. In
many places we have been over the years, as long as the network is up and running, then it’s not
something afforded a lot of attention. Sera-Brynn certainly applauds the launching of the new assessment
requirements and CMMC, but this may be a long battle for this industry.
NIST SP 800-171A
It’s worth noting that NIST SP 800-171A, Assessing Security Requirements for Controlled Unclassified
Information, is required by the DoD Assessment Methodology. Many organizations may believe they
have fully implemented the control until a line by line review is done using NIST SP 800-171A. A key issue
we see when we review security programs are that many roles, functions, and processes have not been
formally defined. Typically, companies are doing the right thing, they just haven’t had the opportunity to
write down the procedures or practices. 800-171A requires significant investments in formalizing a
security program.

Increased Security and NIST SP 800-171
Last year we detailed how implementing NIST SP 800-171 could have prevented or reduced the impact
of breaches that Sera-Brynn responded to. So you don’t have to go looking, here is the chart
from last year:

Which Controls Could Have Prevented or Significantly
Reduced a Data Breach
3.5.3 (Multifactor)

36%

3.2.1 (Training)

32%

3.11.3 (Remediation)

27%

3.3.1 (Audit Logs)

23%

3.3.16.6 (Network Default)

18%

3.13.5 (Subnetworks)

14%

3.5.7 (Password complexity)

9%

3.4.2 (Configuration)

9%
0%

5%

10%

15%

20%

25%

30%

35%

40%
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A review of our case holdings from this year showed the same results. It’s unnecessary to rehash them.
The lack of multifactor authentication, user training, and vulnerability remediation are primary reasons
attacks are as successful as they are.
One of the more damaging incidents we responded to was not directed at a defense industrial base (DIB)
member but is still relevant. The organization was infected with ransomware through a phishing email.
Recommendations to prevent subsequent infections included implementing log correlation capabilities
(3.3.5), disable or block unnecessary outbound ports (3.4.7), establish solid baselines and security
configurations (3.4.1 & 3.4.2) and provide training to end-users (3.2.1). The fact that real-time protection
was disabled on the servers (3.14.2) and patches were missing (3.11.3) also supported the attack. In
addition, do normal users really need access to PowerShell (3.1.5, 3.7.2, 3.13.5)?
The DoD has said that, “the current security requirements specified in NIST SP 800-171 per DFARS
clause 252.204-7012, do not sufficiently address additional threats to include Advanced Persistent
Threats (APTs)” and that is one of the reasons for the enhanced security requirements in the CMMC
(Levels 4 and 5). APTs can do some very nasty things and we believe the DoD when they say that NIST
SP 800-171 on its own does not adequately address APTs. That being said, in cases that Sera-Brynn has
been engaged in where an APT was suspected, the APT took advantage of the same issues:
un/underpatched systems, user training, and misconfigured security solutions. Sera-Brynn certainly
supports the adoption of more strenuous security requirements for sensitive projects, but in reality, a
focus on implementing the core requirements as detailed in NIST SP 800-171/CMMC Level 3, will
drastically improve the security of our Defense contractors.

Conclusion
We would like to reiterate that this report is not representative of all organizations striving to comply with
the NIST 800-171 or the CMMC requirements. However, we believe our auditors’ insights, the experience
we have gained from years of working with the defense industrial base, combined with the data we have
collected, supports any generalizations we have made. We conclude that most defense contractors
continue to struggle with the full implementation of NIST SP 800-171.
We believe that this struggle will continue as the DIB begins to implement the CMMC requirements.
Despite the challenges, however, we are encouraged by the findings as they show that change is
possible. We have seen that positive change is accelerated when there is more understanding, more
resources allotted, and more effort put into addressing the cybersecurity requirements.
With that, we will leave you with a quote selected by the 2020 Reality Check Team. Thanks for reading.

You build on failure. You use it as a stepping stone. Close the door on the past. You
don't try to forget the mistakes, but you don't dwell on it. You don't let it have any of
your energy, or any of your time, or any of your space. – Johnny Cash

For additional information on Sera-Brynn’s Cybersecurity Audit and Advisory services, to include DFARS
252.204-7012 and CMMC preparation assistance, please visit our website (Sera-Brynn.com) or contact
us directly at (757) 243-1257.
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